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ABSTRACT

The progress of modern science and technology has accelerated
the development of communication, providing more focus on the
security of data transmission. Although there are many recognized
encryption techniques, more high-performance algorithms are
required to withstand the sophisticated analysis and cracking
techniques. In this paper, we propose an innovative algorithm that

combines with Core Adaptive Fourier Decomposition (Core-AFD)

for text encryption. In addition, two versions of algorithm, initial
version and enhanced version, are discussed for different forms
and strength of the secret key and ciphertext. Due to the one-to-
one correspondence between the decomposition and the error
terms, the encryption algorithm is theoretically feasible and safe.
The algorithm is further demonstrated by conducting experiments
on text encryption with different lengths. The results are
promising. Finally, the time complexity of cracking our algorithm
in different cases is given.
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1 Introduction

Cryptography converts important plain text into unreadable
ciphertext to prevent intruders from intercepting them. It used to
involve the diplomatic and military fields, but due to the rapid
development of network technology, it has recently been applied
to many areas of real life. Various encryption approaches using
different techniques have been proposed over the years. Some
classic and effective encryption algorithms (Data Encryption
Standard, DES; Advanced Encryption Standard, AES and Rivest-
Shamir-Adleman, RSA [1]-[3]) are widely used in the
cryptography area. Since 1990s, some researchers have found that
maybe one can establish relationships between cryptography and
chaos because chaos have the characteristics of non-periodicity,
randomness and sensitivity to initial conditions [4]. A plenty of
encryption methods using chaos have been developed.

In the field of signal analysis, the positive frequency
representation of signal is always a hot topic. Based on the theory
of mono-component function, a series of Adaptive Fourier
Decomposition (AFD) methods have been invented, including
Core-AFD, Unwinding AFD and Cyclic AFD [5]-[7]. They have
been applied in many aspects like ECG signal classification,
image reconstruction and system identification because of its fast
convergence which has been proved.

In this paper, we discuss how to combine encryption with
signal decomposition method and propose a novel text encryption
algorithm based on Core-AFD. Relations of ciphertexts to both
the plaintext and secret key should be weakened in an excellent
encryption method. As the feature of one-to-one correspondence
between decomposition and error term, it would be feasible and
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effective to set them as the cyphertext and secret key respectively.
Taking encryption strength into consideration, two versions of our
encryption algorithms are displayed. The difference is that there is
a variable parameter in the enhanced version, making it more
secure and harder to be attacked.

The rest of this paper is organized as follows. Section 2 gives a
brief introduction of Core-AFD. Our proposed encryption
algorithm in two versions and the decryption process are
presented in Section 3. Section 4 displays the experimental results
of our algorithm. In Section 5, the security of our method is
analyzed. Section 6 shows conclusions.

2  Preliminaries

Motivated by research interest on positive instantaneous
frequency of signals, a series of AFD algorithm has been
developed. AFD obtains the positive frequency expansion of
analytic rational function in the case of simple and complex
variables functions. Additionally, its fast convergence is also
proved.

2.1 Takenaka-Malmquist system [8]

The Takenaka-Malmquist system is also called the rational
orthogonal system, which is an important component of AFD.
Such rational fractions are fundamental modules to rational
functions in Hardy spaces H?. In complex plane C, {Bi}y,_, the
Takenaka-Malmquist system generated by a;, € D, where D
denotes the unit disc, is defined by

k-1
v1-— |a|? zZ—q

1
1-a 1-agz’
apz i az

Bi(2) = B{aly,..,ak}(z) = (1)
The Takenaka-Malmquist system consists of functions with
positive frequencies which can be seen from (1).

It has been demonstrated with long-term studies that the system is
complete in disc algebra A(D) and Hardy p spaces H?(D), 1 <
p < oo, if and only if the below Sza$z condition satisfies (see [9],

[10]) i
D a-lah = )
k=1

2.2 Core-AFD [5]

As opposed to traditional Takenaka-Malmquist system, Core-
AFD holds excellent adaptability, providing an approach to
decompose complex-value analytic functions in complex H? and
general real-valued functions in Lebesgue L? spaces. This paper
concentrates on real-valued functions.

Denote by F the real-valued function with finite energy on the
unit circle dD. Since it can be divided into F* and F~ in the form
of direct sum decomposition
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F(eit) - Z pkeikt
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where pj, = %fozn F(e*)e™™td t holds the equation that p_, = Py,
then there is
F(e') =— py + 2ReF T (e). 4)

Here F* is the projection of F onto H?. Therefore, the problem
can be reduced to the decomposition of F*.

2.2.1 Szegb kernel [11]

Core-AFD introduces unit module of the unit disc, Szegd kernel
eq, whose linear combination is contained in H?.

J1-lal?

e (2) = o, O € D. %)
Drawing lessons from back shift operator, we rewrite F¥ as
follows
FT —(Fte, )e, -
F* ()= FH(@) = (FhewJoa, (2) + 12 2(_1;11>e 1(2)12 -
— 0,z
1—-a,z
= (Fleq)eq (2 + Ri(2), (6)

where a; can be any complex number in unit disc. Denote by
FT(Z)_(FT'erq)eal (2)

Fi(2) = Ea , then there holds
1-aqz
—rt Z—a
Ri(2) = F{ (@) 2L ()
So (6) is identical with the below equation (8)
F*(2) = (F] ea )ea,(2) + F} (D) 1. (8)
Repeating the process until F; (z) by recursive formula
1-a,z
@ = (0 - (Freae) 22, 0
we will obtain the decomposition formula
n n
Z— Qay
Fr@ = ) (Frea)B@ + FL, 0| [1=2  (10)
k=1 k=1 %z

where the remainder term after A-th decomposition is expressed as

n
Z— ay

R =Fl, 0| [1o an
k=1 k

2.2.2  Maximal Selection Principle (MSP) [12]

In addition to the desire to construct a positive instantaneous
frequency decomposition system with an explicit expression like
(10), it is also eager for Core-AFD that the instantaneous
frequency be increased in accordance with the decomposition
hierarchy. That is the reason it applies MSP to select applicable
apk=1,n



A Novel Text Encryption Algorithm based on Core Adaptive
Fourier Decomposition

Szego kernel is the Cauchy kernel in arc length measure so that
it has the nature of reproducing kernel [13]. It is due to the
orthogonality of Hilbert space and unit modular property of
complex number for M&bius transformation [14], we can derive
the below energy relation from (8)

2
IF*1? = I{F} eq,)eq, I* + |F5 1 = (1 = |a|)|F} ()| + |F; 17 (12)

To extract the maximum energy from the first decomposition
(F Ir,em)eal(z), our purpose can be converted to maximize (1 —

|a1|2)|FIr (a1)|2 in the range of unit disc D, we have
ay = argmax {(1 - lal?)|F+(@)]*a € D}. (13)

We perform this maximum selection in a similar way to get all the
befitting a;, for (10)

a, = argmax{(l - |a|2)|F;(a)|2:a S [D)}. (14)

The decomposition process is a consecutive energy approximation
which means in the LZ-norm sense,

<3}

Fr@) = ) (Ffea)Bi(2). (15)

k=1

For a proof, it can refer to [15] and [16].

3 Proposed Encryption Algorithm

Our proposed text encryption algorithm adopts a novel thought of
signal decomposition, portending it quite different from existing
encryption methods, nonetheless, its encryption performance not
compromised.

The two most crucial parts of cryptography are the secret key
and ciphertext. It is critical to choose the secret key and ciphertext
appropriate for Core-AFD so that it could not only meet the
fundamental characteristics, but also can guarantee a splendid
encryption and decryption property. Inspired by the relationship,
one-to-one correspondence, between error and decomposition
term, we found the feasibility to employ them as the secret key
and ciphertext respectively. The flowchart of two versions
encryption process is shown in Fig.1.
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Figure 1: The flowchart of two versions encryption process: 1)
initial version in green box; 2) enhanced version in red box.
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3.1 Re-processing

The common operation to process characters in text files is to
convert them into ASCII values, which implies the targets we will
face become a series of integers with distinct numerical difference.
There are risks and costs if integers of this type are processed
directly with Core-AFD. Since almost every integer forms a peak
or valley in the curve, it will need to increase the number of the
decomposition for anticipated outcomes. Otherwise, the error will
be large enough to affect encryption and decryption. Thus,
smoothing is required before applying Core-AFD to converted
integers.

There are plenty of smoothing methods available and may have
a positive impact on our encryption algorithm. In this paper, we
select piecewise cubic spline interpolation as the smoothing
method for the listed five reasons:

(1) Calculation is simple and easy to implement;
(2) Function is continuous;

(3) Generate smooth curve;

(4) Curvature changes continuously;

(5) Degree of polynomial is low.

3.2 Encryption Algorithm

Denote by T the converted ASCII values of the plaintext, N the
length of the whole plaintext. Considering the computation of
long text processing, segmentation for the plaintext is introduced.
Set n as an appropriate threshold for the length of text. Then we
will obtain the subsection texts for encryption, expressing as

= _(TuN>n

T {T, Nen (16)
where i = 1,---,m, m = [N/n]. The length of T,k = 1,--;m — 1 is
[N/m|. Here, symbol '[ |' means rounding up to an integer and

symbol '| |' expresses to round to the nearest integers towards
minus infinity.

As mentioned in Section 3.1, the piecewise cubic spline
interpolation is executed for the T to acquire smooth and
continuous function, denoting as f after rounding each value to
the nearest integer. After that, decompose real integer function f
in the form of Core-AFD with proper number of decomposition M.
The partial sum based on projection f* € H? of f can be
decomposed as

M
7@ = D (ffa)Be(@), a”
k=1
then we will obtain
f == po + 2Ref*, (18)

where pg = ifozn f(e)dt, and ay is ensured by MSP.

3.2.1 Initial Version
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In order to correspond to ASCII values, ranging from 0 to 126 in
decimal numeral system, it is required to round up every value of
f to an integer. The rest points of the smoothed function are
when removing all the
interpolation ones. The initial secret key K9 at this encryption

recorded as the ciphertext C

consists of all non-interpolation points of f — [ﬂ In this initial
encryption version, both the secret key and ciphertext are
presented as integers. They are not converted into characters by
ASCII because there are probably some values not between 0 and
126. Our proposed text encryption algorithms of initial version
based on Core-AFD is as Algorithm 1.

Algorithm 1: Initial version

Input: plaintext, length of the plaintext N , segmentation
threshold n and number of the decomposition M.

Output: secret key KD and ciphertext C(D.
1: Convert the plaintext into corresponding ASCII values T.
(if N >ndo
Segment the plaintext, T = T}, i = 1,--[N/n];

2

3

4: else No segmentation, T=T;
5:end if

6: Execute piecewise cubic spline interpolation for T;
7

: Round values of smoothed function to nearest integer,
denoted by f;

8: Decompose f with Core-AFD:
M

Get F*(2) = Z( Fea)Bi(@);

k=1
Get f =— pg + 2Ref;
9: return C(Y from [ﬂ and KO from f — [ﬂ

3.2.2  Enhanced Version

However, further process to initial secret key is considered for
visualization, at the same time, improving encryption performance
and difficulty of decryption. We introduce f which ensures all
values of K@ are ASCII values within 0 and 126, to obtain every
K 52) of the new secret key K.

@ _ @ i ®
K=K ~"+p 12}(1;1{\/1(,{. (19)

As B — 11;1}}21\] K,(Cl) is necessary in decryption process, it is hidden
in the ciphertext, forming the new ciphertext C(?.

. 1
@ =(p- 12}(1&1(,({ ) Dy, (20)

Then we can make the secret key and ciphertext appear as
characters as possible by transforming them with ASCIL. To
simplify, still denote them by K@ and C®. The enhanced version
of our algorithm is as Algorithm 2.
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Algorithm 2: Enhanced version

Input: plaintext, §, length of the plaintext N, segmentation
threshold n and number of the decomposition M.

Output: secret key K@ and ciphertext C(?.
1: Convert the plaintext into corresponding ASCII values T.
(if N> 1 do
Segment the plaintext, T = T, i = 1,--[N/n];

2

3

4: else No segmentation, T = T;
S:end if

6: Execute piecewise cubic spline interpolation for T;
7

: Round values of smoothed function to nearest integer,
denoted by f;

8: Decompose f with Core-AFD:
M

Get f*(2) = Z (f;(r,eak)Bk(Z);

k=1
Get f =— pg + 2Ref™;
9: Get C from [f] and K@ from f — [ﬂ,

. @ _ @ R .
10: GetK,” =K, + B 12}{2,\,1(1( ;
@ =6 — min K cO.

Get C {p 1r£nk1é1NKk ,C\Y,

11: return C® and K@ = (KP}i = 1,-N.

3.3 Decryption Process

The principle of decryption is simple when grasping the
encryption process well. We will display the decryption methods
of two encryption versions respectively.

®  Decryption of initial version

In the initial encryption algorithm, the secret key and ciphertext
are presented as integers rather than characters. They correspond
to the decomposition term and the error term, whose lengths are
the same as that of the plaintext. It is just a simple sum that will
restore the original signal. Then the decrypted plaintext T is
obtained as

T=cD+KD, @1
®  Decryption of enhanced version

Although it will be slightly complex when proceeding the
decryption for enhanced encryption algorithm, the security of
enhanced version is higher. By default, both sides of

" . 1) . .
communication know where f — min K,(() is placed in the

ciphertext so that it can be extracted to make sure the length of the
ciphertext consistent with the plaintext and secret key. It is

noticed that C(9 is the value after removing § — min K ]((1) from
1<k<N
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the ciphertext. We will then obtain decrypted plaintext T which
should be

> . 1
T=c®+K®— (g~ min k). (22)

4 Experimental Results

In this section, we will respectively conduct experiments based on
our encryption algorithm in two versions and compare the results
with some classical algorithms, like Rivest-Shamir-Adleman
(RSA), Advanced Encryption Standard (AES) and hybrid AES
and Data Encryption Standard (hybrid AES-DES). The
performance of all the algorithms performed in texts with
different lengths are compared.

For initial version, we set the segmentation threshold as 100
and the number of the decomposition as 50. And f in enhanced
version is set as 33 because characters from 32 to 126 are visible
symbols in ASCII codes and 32 is space. The comparison results
are shown in Table 1. All the experiments are carried out using
Matlab R2016a version in a desktop whose CPU is Intel Core i7-

6700, clock frequency is 3.4GHz and static power is around 109W.

Table 1. Comparison results of different algorithms. The bold
time respectively represents the shortest encryption time and
decryption time within five algorithms when encrypting
different character counts.

Method Character Encryption Decryption
count time(s) time(s)
RSA 100 0.011 0.0078
634 0.030 0.0122
2004 0.045 0.0390
4133 0.047 0.0391
6287 0.158 0.0560
8270 0.191 0.0549
10088 0.237 0.0623
20801 0.401 0.2325
AES 100 0.805 0.0004
634 1.298 0.0025
2004 2.976 0.0092
4133 6.185 0.0132
6287 5.936 0.0178
8270 6.686 0.0183
10088 8.128 0.0264
20801 16.07 0.0471
Hybrid 100 0.755 0.0543
AES-DES 634 1.298 0.0026
2004 2.898 0.0079
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4133 16.18 0.0092

6287 20.67 0.0133

8270 26.86 0.0535

10088 32.72 0.0714

20801 67.10 0.1016

Our 100 0.322 0.0020
initial 634 1.390 0.0024
version 2004 3.833 0.0049
4133 7.131 0.0087

6287 11.65 0.0117

8270 15.34 0.0164

10088 17.57 0.0235

20801 35.57 0.0385

Our 100 0.252 0.0020
enhanced 634 1.181 0.0028
version 2004 2.979 0.0051
4133 5.925 0.0059

6287 8.294 0.0061

8270 11.01 0.0058

10088 13.26 0.0060

20801 25.45 0.0065

Table 2. One example for the encryption and decryption
results of two versions. The rectangles in the ciphertext of
enhanced version are some characters whose values are within
0-31, resulting in no corresponding visible symbols.

otice [1]1:I need you to help me encrypt this text and hide the time,
place, characters and things im it.Then vou need to zend the encrspted
information to Mr. Zhang.

Company MathWorks most complete software for computational computer
produces; the main program the company that actually Passport is software
MATLAE (* short for Mat rix Lazb Oratory and means lab Matrix’) is ome of
the most advanced software, algorithms and math and a programming
language developed generation fourth is possible.

cknowledzements are usually put in the end of the paper, between the
reference and the content. There should be no number in this part.

Plaintext

Initial
Version
(Ciphertext, |z

secret key)
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Enhanced

Version

(Ciphertext,

secret key)

place, characters and things in it. Then you need to send the encrypted
information to Mr. Zhang.

Decrypted
(Company MathWorks most complete software for computational computer
plaintext produces; the main program the company that actually Passport is software
MATLAE (*short for Mat rix Lab Oratory and means lab Matrix') is one of
the most advanced software, algorithms and math and a programming
language developed generation fourth is possible.

cknowledzements arve usually put in the end of the paper, between the
reference and the content. There should be no nunber in this part.

Since our algorithm involves function fitting and signal
decomposition, it will take more time than other classic
algorithms in the encryption process. However, it can be seen
from Table 1, the two versions of our algorithm can quickly
complete the decryption process. Especially when dealing with
long text, our proposed algorithm will be more efficient because
parallel computing can be introduced after the segmentation of the
plaintext in (16).

To clearly compare the difference between our algorithm of
two versions, the ciphertext and secret key of the plaintext with
634 characters are listed as example in Table 2. Although there
are some special characters in the plaintext, both the two versions
can decrypt the ciphertext to the totally correct plaintext by using
the one and only secret key.

5 Security Evaluation

5.1 Key Size

The length of the secret key has a great influence on the security
of encryption. In the proposed algorithm, the length of the secret
key is identical with that of the plaintext so that it will be difficult
to predict. And our method does not require additional
computational load when the key size increases, though the
storage and transmission cost are not negligible. In the future, we
will consider improving security while reducing length of the
secret key.

5.2 Ciphertext or Key Attack

As the feature of Core-AFD, decryption will be successful only
when the secret key and ciphertext are both completely correct.
The following analysis is based on that the algorithm is known by
attackers. Suppose the plaintext is text information and each
character can be converted to ASCII values from 0 to 126.

In the initial version, the values of the ciphertext are all
between 0 and 126 since Core-AFD is a positive frequency
decomposition algorithm. Therefore, the time complexity of
decryption is O(127V) if intruders intercepted either the
ciphertext or secret key. Similarly, the time complexity of
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decryption would be O(N * 127") in the enhanced version of our
algorithm.

5.3 Ciphertext and Key Attack

There is another terrible scenario that both the ciphertext and the
secret key are compromised. In our initial version, it may provide
chance for attackers to anticipate the plaintext since the
decryption process is a simple summation. With this in mind, we
develop the enhanced version of our algorithm. A parameter is
introduced, whose value range and position are unknown for
attackers. In this situation, there is a risk of decryption only when
attackers know what encryption algorithm we are adopting, but
the time complexity is O(N). Otherwise, it is almost impossible to
restore the correct plaintext.

6 Conclusion

This paper introduces the signal processing approach into the
encryption and decryption. We propose a novel text encryption
algorithm based on Core-AFD, which refers the idea of function
fitting to convert discrete characters of the plaintext into functions
to execute encryption process. The features of Core-AFD make
the algorithm achieve good encryption performance. Additionally,
a variable parameter is added in the enhanced version of our
algorithm to improve encryption security in case the secret key
and cyphertext are both captured by attackers. Experiments are
carried out to verify the encryption performance and the security
is evaluated at last. Actually, there is still room for improvement
such as perfection of the secret key that we will present in our
future work.
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